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Software Engineering and Cybersecurity Laboratory (SECL) 
We are an interdisciplinary team of 
computer and data scientists and 
software engineers who take aim at 
vexing problems using convergent 
scientific and engineering approaches.  
 
The SECL specializes in software quality 
assurance approaches to cybersecurity 
– from software to hardware. We utilize 
our data science expertise to bring rigor 
and integrity to operationalize solutions. 
The core of our work is applied research 
and the development of operational 
technologies. 
 

Our cyber research employs a unique approach to protecting IT and OT systems by providing a 
Quality Assurance (QA) perspective to identifying weaknesses and vulnerabilities in systems. 

Co-Directors: Drs. Clem Izurieta and Ann Marie Reinhold 
Faculty: Drs. Brock LaMeres, Bradley Whitaker, Tomas Gedeon, and Derek Reimanis 
Program Manager: Ms. Suzie Hockel 
Students: 10 PhD students, 3 MS students, 6 undergraduate researchers 
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SOFTWARE QUALITY ASSURANCE & SECURITY 
Hierarchical Software Quality Assurance (HSQA) 
protects systems along the supply, build, and 
development paths by allowing cyber professionals to 
deploy quality gates to filter potential threats. HSQA 
models provide layered and holistic overviews of 
assets. This novel technology leverages existing static 
analysis methods as inputs and scores the quality and 
security of software artifacts. Scores are provided at 
multiple levels in the hierarchy—with audiences that 
range from developers to project managers to C-suite 
executives. Existing models measure the quality and 
security of binaries, C, and C# source code.  Model 
development is underway to measure source code 
quality and maturity of Industrial Control Systems 
(ICS), software and hardware bills of materials 
(SBOMs and HBOMs), and Azure cloud 
environments. Future work involves the identification 
of security zones and sensitive sections of source 
code and the development of models to secure EV 
infrastructure in collaboration with the Pacific 
Northwest National Laboratories (PNNL).  

 
We develop pipelines to assess the accuracy and trustworthiness of cybersecurity static analysis 
tools and aggregate their findings. Static analysis tools aim to investigate the security of software 
artifacts; our team is documenting variation in tools attributed to tool version, vendor, configuration 
settings, and environments. This research provides essential information to inform the selection 
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of tools and to form a baseline against which comparisons across software artifacts and tools can 
be made.  

 
We are developing a tool to enable detection of security vulnerabilities during the development 
phase of a project. Our novel software takes reports generated by a commonly used static 
analysis tool, SonarQube, and automatically converts them into GitLab issues. This tool leverages 
both the API’s of SonarQube and GitLab to retrieve and post issue data. The need for such a tool 
arose from a case when SonarQube’s reports were behind a firewall, and only a few developers 
had access to them. The tool addresses this problem by placing outputs in a place that is familiar 
to developers: the issues section of a GitLab repository. 
 
HUMAN FACTORS 

 
We are employing computationally enhanced risk communication to bolster hazard preparedness 
across domains from cybersecurity to natural hazards. Our team’s research in risk communication 
surmounts the enduring problem of poor message efficacy due to imprecise and ad hoc message 
construction and is applicable across risk and hazard domains. The efficacy of this approach has 
been validated and verified experimentally, but the implications of this research extend well 
beyond academia. We are working towards enhancing the efficacy of risk communication in 
various real-world applications, providing valuable contributions to fields like public health, crisis 
management, and cybersecurity readiness. Current work embeds artificial intelligence within our 
Domain Agnostic Risk Communication (DARC) Framework to improve the efficiency associated 
with message creation and the efficacy of resultant messages.  
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We are assessing the quality in use (QIU) of earth system and ecological models, and developing 
our own models that operationalize the best practices in software engineering (ISO 25010 & 
25019) and cutting edge reactive transport theory. More specifically, our team is merging the 
fields of earth science and software engineering to create parsimonious reactive transport 
modeling software. Our work is enhancing the earth scientist user experience and improving 
environmental monitoring and prediction. 
 
MACHINE LEARNING 
 
We are developing machine learning algorithms to enable decoding of full-duplex network signals 
as they appear when passively observed. This applied cyber-physical research will leverage 
advances in artificial intelligence to countervail physical phenomena resulting from the 
superposition of electromagnetic waves. Success will allow passive capture and decode of data 
from Gigabit Ethernet and related communication protocols without prior knowledge of what either 
endpoint has transmitted. The resulting new technology will enable a completely passive device 
to interface with and collect data from all communications networks without risk to critical systems 
resulting from disturbance or delay of signals. 
 
HARDWARE OBFUSCATION 
 

 
We are developing a novel fault tolerant flight computer for use in small spacecraft that must 
operate in harsh radiation environments. The approach called RadPC implements redundant 
computing cores on an FPGA, each can be partially reconfigured to its initial state independent 
of each other. This allows the system to produce a system output based on the majority of results 
from the cores in the event one core is faulted. In the event of a fault, the effected core is partially 
reconfigured to flush out any radiation-induced faults and then reintroduced into the system. 
RadPC has been flight tested on balloons (9x), sounding rockets (2x), the International Space 
Station (3x), and small satellites (2x).  In 2023, it traveled to the surface of the moon for its 
harshest test yet. 
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We employ hardware diversity to impart resistance to malware. We are developing a novel 
computing approach called CyberShield (Computer Obfuscation for Reliable Execution) that can 
detect and defeat malware using hardware 
diversity in edge computers. CyberShield 
implements functionally equivalent, redundant, 
heterogeneous, computer cores on a Field 
Programmable Gate Array (FPGA) and secures 
the outputs via a voting system. In the event of a 
malware attack, CyberShield will detect the 
malware as unknown instruction codes and flag 
the event. Once the computer detects an attack, 
the FPGA moves into a safe mode to continue 
processing. This research aims to provide an 
additional level of malware protection for critical computing applications. 

 
We are developing a novel fault tolerant flight computer for use in small spacecraft that must 
operate in harsh radiation environments. The approach called RadPC implements redundant 
computing cores on an FPGA, each can be partially reconfigured to its initial state independent 
of each other. This allows the system to produce a system output based on the majority of results 
from the cores in the event one core is faulted. In the event of a fault, the effected core is partially 
reconfigured to flush out any radiation-induced faults and then reintroduced into the system. 
RadPC has been flight tested on balloons (9x), sounding rockets (2x), the International Space 
Station (3x), and small satellites (2x).  In 2023, it traveled to the surface of the moon for its 
harshest test yet. 
 
We are developing techniques to confuse side-channel attacks (SCA) by implementing 
obfuscation functions that prevent the attacker from being able to determine what a computer is 
doing.  Our approach takes advantage of modern FPGAs that can implement full computer 
systems while simultaneously implementing self-monitoring hardware and reconfigurable blocks 
that can adaptively generate noise that cancels out the SCA signatures of the primary computer. 
 
We are developing data visualization-assisted techniques aimed at addressing challenges in 
malware analysis and vulnerability analysis across various architectures, compilers, and 
optimizations. Our approach emphasizes robust theoretical guarantees and high-performance 
outcomes. To achieve our objectives, we utilize binary analysis and context-sensitive feature 
engineering to capture the crucial semantics of program execution and subsequently quantify 
these semantics through data visualization. Our methodology involves the formalization of hidden 
structures within the data, followed by the design of efficient algorithms. These algorithms 
leverage techniques such as non-convex optimization and tensor decomposition to effectively 
group the artifacts of programs.  
 
New faculty and staff in our laboratory have improved our capability to perform ML/AI, vulnerability 
research, reverse engineering, program analysis, and computer network operations (CNO). 
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COMMERCIALIZATION OF SECL TECHNOLOGIES 
 
The CyberShield and RadPC technologies have been licensed to the MSU spin-out company 
Resilient Computing. Through SBIR and seed funding, MSU and Resilient Computing are working 
toward product development for commercial versions of the MSU technologies.  The RadPC 
technology has been jointly patented with MSU and Resilient Computing and CyberShield is 
patented. See: "Malware Resistant Obfuscated Computer Hardware For Reconfigurable 
Hardware Devices and Methods Thereof," Patent Awarded. US 12,050,688 B1.  July 30, 2024. 
 
SPONSORS 
 

The HSQA project addresses three areas that align with DHS S&T long term 
strategies: 
1. Measure source code quality and maturity of ICS and cloud based software 
2. Composition, stylometry and origination of software 
3. Identify secured and sensitive sections of source code 
 
 
Construction Engineer Research Lab (CERL) 
We work with the TSEAL team at TechLink to test software components as well 
as provide support for measuring the quality assurance of these software 
components. 

 
 

 
NASA 
NASA is working with SECL to investigate intrusion-tolerant space computing 
technologies.  
 
 
 
 

 

Resilient Computing 
We collaborate with this MSU-spin out on the commercialization of edge 
computing technologies that are used in space and in our nation’s critical 
infrastructure. 

 

Hoplite Industries  
Hoplite collaborates with MSU's Software Engineering and Cybersecurity 
Laboratory by providing access to resources, training and providing 
internships to ROTC cadets through our CySER grant in collaboration with 
Griffiss Institute and Washington State University. Hoplite is also engaged in 
helping us verify hardware components. 
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WolfSSL 
We are working with MSU to help test the neXtECU controllers to increase 
cybersecurity protection. 

 

 

Department of Homeland Security/Idaho National Labs 
We have developed a framework that allows managers to make informed 
decisions and gives developers more visibility into code vulnerabilities. 

 

 

 

Research Experiences for Undergraduates (REU) and NSF Signals in the Soil 
(SitS) 
The REU summer program provides an opportunity for students from around 
the country to come to MSU for an immersive summer learning experience. The 
SECL is leading the software development, validation, and verification for the 
MSU NSF SitS team. 

 

Raytheon 
Building on MSU’s prior research on building fault-tolerant computers for NASA, 
we design hardware diversity to make flight computers resilient to cyber-
attacks.   

 

Northwest Virtual Institute for Cybersecurity Education and Research (CySER) 
As part of this inter-institution program, ROTC cadets at MSU participate in a 
baseline cybersecurity class their first semester and carry out a senior capstone 
project. 

 

 

Blackthorne 
Blackthorne Consulting is working with SECL to investigate new digital 
forensics techniques. 
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CONTACT INFORMATION 
 
Dr. Clemente (Clem) Izurieta 
Professor of Computer Science 
Co-Director Software Engineering & Cyber Security Lab (SECL) 
Gianforte School of Computing 
Montana State University 
Idaho National Laboratory Joint Appointment 
Pacific Northwest National Laboratory Joint Appointment 
Office: (406) 994-3720 
clemente.izurieta@montana.edu  
http://www.gsoc.montana.edu/izurieta 
 
Dr. Ann Marie Reinhold 
Assistant Professor 
Co-Director Software Engineering & Cyber Security Lab (SECL) 
Gianforte School of Computing 
Montana State University 
Pacific Northwest National Laboratory Joint Appointment 
Office: (406) 994-5093 
reinhold@montana.edu  
https://www.amreinhold.com 
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